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IP Classless Addressing:
Classless Inter-Domain Routing (CIDR) / "Supernetting"

CIDR



Problems With "Classful” IP Addressing

* Lack of Internal Address Flexibility

Inefficient Use of Address Space
* Proliferation of Router Table Entries

Class Leading Size of Network | Size of Rest Number Addresses Start address End address
Bits |Number Bit field Bit field of Networks per Network
Class A 0 8 24 128 (27) 16,777.216 (224)0.0.0.0 127.255.255 255
Class B 10 16 16 16,384 (214 65,536 (2'%)  128.0.0.0 191.255 255 255
Class C 110 24 B 2,097,152 (221 256 (29) 192.0.0.0 223.255 255 255
Class D (multicast) 1110 not defined not defined| not defined not defined 224000 239255 255 255
Class E (reserved) 1111 not defined not defined| not defined not defined 240.0.0.0 255255 255 254

Class First octet in binary| Range of first octet Network 1D Host ID | Possible number of networks Possible number of hosts
A DX0000 0-127 3 bed |27=128 224 .2 =16,777.214
B [ 10X0000X 128 - 191 a.b c.d 214 = 16,384 216 _2=65534
C 110000 192 - 223 ab.c d 221 = 2 097 152 28_2=254



A Better Solution: Eliminate Address Classes

CIDR; This system was developed in the early 1990s and
formalized in 1993 in RFCs 1517, 1518, 1519 and 1520

The idea behind CIDR is to adapt the concept of subnetting
a single network to the entire internet

In essence, then, classless addressing means that instead of
breaking a particular network into subnets, we can
aggregaten et wor ks supetmets” | ar ger “

CIDR is sometimes called supernetting for this reason: it
applies the principles of subnetting to larger networks. It is
this aggregation of networks into supernets that allowed
CIDR to resolve the problem of growing Internet routing
tables.



Key Concept

e Classless Inter-Domain Routing (CIDR) is a
system of IP addressing and routing that
solves the many probl
addressing by

— eliminating fixed address classes in favor of a
flexible,

— multiple-level,
— hierarchical structure of networks of varying size.



The Many Benefits of Classless Addressing and Routing

Efficient Address Space Allocation
— addresses are allocated in sizes of any binary multiple

— So, a company that needs 5,000 addresses can be
assigned a block of 8,190 instead of 65,534

* Elimination of Class Imbalances
— no more class A, B and C networks!!!

e Efficient Routing Entries

—Net work descriptions ¢
represented by a single entry

* No Separate Subnetting Method
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The Many Benefits of Classless
Addressing and Routing...

Hosts in Class C
Network (254)

o

Hosts Needed
By Organization
(5,000)

Hosts In CIDR
/19 Network
(8,190)

Hosts in Class B
Network (65,534)




The Main Disadvantage of CIDR: Complexity

* no longer possible to determine by looking at
the first octet to determine how many bits of
an IP address represent the network ID and
how many the host ID.

* A bit more care needs to be used in setting up
routers as well, to make sure that routing is
accomplished correctly.



IP "Supernetting": Classless Inter-Domain Routing
(CIDR) Hierarchical Addressing and Notation

In a classless environment, we completely change how we look at IP
addresses, by applying VLSM concepts not just to one network, but
to the entire Internet

under CIDR, all Internet blocks can be of arbitrary size.
Instead of having all networks use ...

— 8 (Class A),

— 16 (Class B) or

— 24 (Class C) bits for the network ID, ...

...we can have large networks with, say, 13 bits for the network ID
(leaving 19 bits for the host ID),

or very small ones that use 28 bits for the network ID (only 4 bits
for the host ID).

The size of the network is still based on the binary power of the
number of host ID bits, of course.



... CIDR ("Slash") Notation

e for simplicity, under CIDR we don't usually
work with 32-bit binary subnet masks

e we use slash notation, more properly called
CIDR notation.

* In this method, we show the size of the
network, sometimes called the prefix length,
by following an IP address by an integer that

tells us how many bits are used for the
network ID (prefix).




CIDR ("Slash") Notation...

e Since there are no address classes in CIDR,
one cannot tell the size of the network ID of
an address from the address alone.

* |n CIDR, the length of the prefix (network ID) is

indicated by placing it following a slash after
the address.



Sample

184.13.152.0/22

The “ 227 means t hi s
— 22 bits for the network ID and
— 10 bits for the host ID

equivalent : 184.13.152.0 255.255.252.0
provides a total of 1,022 hosts (2410 minus 2)

f



Sample...

16 24 32
184 13 152 0
10111000 00001101 1 1(1(0(0(0(0 o(ofofo
11111111 11111111 1 1(1(1({0(0[0 o{o(o|o
255 255 252 0

Classless Network
184.13.152.0/22

22 Bits for Prefix
(Network ID) and
10 Bits for Host ID

Binary Subnet
Mask for /22
Network

Binary Subnet
Mask Converted
to Dotted Decimal
(255.255.252.0)



Common Features of "Classful" and Classless
Addressing

 Private Address Blocks

RFC1918 name IP address range number of addresses| classful description |largest CIDR block (subnet mask) host id size
24-bit block 10.0.0.0 — 10.255.255 255 16,777,216 single class A 10.0.0.0/8 (255.0.0.0) 24 bits
20-bit block 172.16.0.0 — 172.31.255.255 | 1,048,576 16 contiguous class Bs |[172.16.0.0/12 (255.240.0.0) 20 bits
16-bit block 192.168.0.0 — 192.168.255.255 65,536 256 contiguous class Cs|192.168.0.0/16 (255.255.0.0) 16 bits

* Addresses With Special Meanings
— Net id
— Host id

* Loopback Addresses
— network 127.0.0.0



EXAMPLE



IP CIDR Addressing Example

e 71.94.0.0/15
— equal to half of the address block 71.92.0.0/14
— quarter of the block 71.88.0.0/13



Example...

Subnetwork #0
71.94.0.0/16
65,534 Hosts

Sub-Subnetwork #1-0, 71.95.0.0/18
16,382 Hosts, Divided Into
32 /23 Blocks of 510 Hosts Each

Sub-Subnetwork #1-1, 71.95.64.0/18
16,382 Hosts, Divided Into
64 /24 Blocks of 254 Hosts Each

Sub-Subnetwork #1-2, 71.95.128.0/18
16,382 Hosts, Divided Into
128 /25 Blocks of 126 Hosts Each

Sub-Subnetwork #1-3, 71.95.192.0/18
16,382 Hosts, Divided Into
256 /26 Blocks of 62 Hosts Each

Full Network
71.94.0.0/15
131,070 Hosts



71 ‘0‘1‘0‘1‘1‘1‘1‘ Host ID Full Network

(17 bits, 131,070 Hosts) 71 94 0.0M15
First Division: Split 71.94.0.0/15 into Two /16 Subnetworks
71 |of1|o|1]1|1|1]0 65,534 Hosts Subnetwork #0
E x 71.94.0.0/16
71 ‘0‘1|0|1|1|1‘1‘1| 65.534 Hosts Subnetwork #1
71 950 0/16
Second Division: Split Subnetwork #1 (71.95.0.0/16)
into Four /18 Sub-Subnetworks
- | 71 |0|1‘0‘1‘1|1|1|1‘u‘0‘ 16,382 Hosts Sub-5ubnet #1-0
71.95.0.0/18

Third Division: Split Sub-Subnetwork #1-0 (71.95.0.0/18)
Into 32 /23 Sub-Sub-Subnetworks

77 oo 111 [1Jo]olelele[o]e] 510 Fosts ] subnet#100
- 71.95.0.0i23
- Sub-Sub-

| 71 |o[1]o[1]1][1]1]1]0]o[1[1[1]1]1] 510 Hosts |sﬂnn;#m.3q

71.95.62.0023

g | 71 |0|1‘0‘1‘1|1|1|1‘u‘1‘ 16,382 Hosts Sub-Subnet #1-1
71.95.64.0/18

Third Division: Split Sub-Subnetwork #1-1 (71.95.64.0/18)

Into 64 /24 Sub-Sub-Subnetworks Subsuts
ub-Sub-
| 71 [o[1]o[1]1]1]1]1]o[1]o[o[0[0[of0] 254 Hosts | subnet#1-1-0

71.95.64.0/24

[ 77 [o[1]o1[1[1]1][1[0[A[[A[A]A[a[1] 254 fosts | submet #1163
71.95.64.0/24

= | 7 |U|1‘0‘1‘1|1|1|1‘1‘n‘ 16,382 Hosts Sub-Subnet #1-2
71.95.128.0118

Third Division: Split Sub-Subnetwork #1-2 (71.95.128.0/18)

Into 128 /25 Sub-Sub-Subnetworks —
| 71 [o[1]o[1]1]1]1]1]1]o]o[o[o[o{0[0lo] 126 Hosts | subnet#1-2.0
i - 71.95.128.0125

| 71 [o|1]ol1]1[1]1]1]1]0]1]a]a]1]1][1]1] 126 Hosts |:ﬂg;féﬂ'1.z-1zy
71.95.191.128/25

- | 71 |o|1]o[1[1|1|1]1]a]| 16,362 Hosts Sub-Subnet #1-3
71.95192.0M18

Third Division: Split Sub-Subnetwork #1-3 (71.95.192.0/18)

Into 256 /26 Sub-Sub-Subnetworks S-S,
| 71 [o|1]o]1]1][1]1]1]1]1|o]o|o]o|o]0]0[0] &2 Hosts | subnet#130

71.95.192.0/25

: Sub-5Sub-
| 71 |o[1]ol1]1][1]1]1]a]1]1]a]a]1]1]1]1]1] 62 Hosts ISﬂbneL:#LS-ZSE
71.95.255.192/25




First Level of Division

e 71.94.0.0/15
— (01000111 01011110 OOO0O0O0O0O0O OOO0O0O0OOO
* Split
— Subnetwork #0: 71.94.0.0/16
* 0100011101011110 00000000 00000000

— Subnetwork #1: 71.95.0.0/16
* 01000111 01011111 00000000 OOO0O0O0O0O0



Second Level of Division

subnetwork #1

— 01000111 01011111 00000000 00000000
Sub-subnetwork #1-0:

— 01000111 01011111 00000000 00000000 (71.95.0.0/18)
Sub-subnetwork #1-1:

— 01000111 01011111 01000000 00000000 (71.95.64.0/18)
Sub-subnetwork #1-2:

— 01000111 01011111 10000000 00000000 (71.95.128.0/18)

Sub-subnetwork #1-3:
— 01000111 01011111 11000000 00000000 (71.95.192.0/18)



Third Level of Division

* Larger Organizations;

— Customers needing up to 510 addresses require a /23
network.

— We divide sub-subnetwork #1-0, 71.95.0.0/18 by
taking bits from the host ID field

— 01000111 01011111 00 0 00000000

 Medium-Sized Organizations;

— For customers needing up to 254 addresses,

— we divide sub-subnetwork #1-1, 71.95.64.0/18, by
taking -/ bits from the host ID field

— 01000111 0101111101 0000000



Third Level of Division...

* Smaller Organizations

— For customers with up to 126 hosts,

— we divide sub-subnetwork #1-2, 71.95.128.0/18, by
taking bits from the host ID field

— 01000111 0101111110 0000000

* Very Small Organizations

— For customers with up to 60 hosts,

— we divide sub-subnetwork #1-3, 71.95.192.0/18, by
taking bits from the host ID field

— 01000111 01011111 11 000000



° Agg

regate

202.162.32.0/24
202.162.33.0/24
202.162.34.0/24
202.162.35.0/24
202.162.36.0/24
202.162.37.0/24
202.162.38.0/24
202.162.39.0/24
202.162.40.0/24
202.162.41.0/24
202.162.42.0/24
202.162.43.0/24
202.162.44.0/24
202.162.45.0/24
202.162.46.0/24
202.162.47.0/24

Latihan



Latihan

* 202.162.32.0/20

— Pecahkan menjadi

* 2 blok besar untuk kebutuhan masing2 blok sebanyak
467 host dan 504 host

* 4 blok sedang untuk masing2 blok sebanyak 200 host
* 8 blok kecil untuk masing2 blok sebanyak 60 host



